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Abstract 

When delivering respected software to clients during the development of software process, 
there are frequently disputes between operation and development. DevOps is suggested 
as a significant, recently developed idea to resolve the dispute between the operations 
team and development team. DevOps is becoming ever more popular among businesses 
and organizations. Despite the fact that DevOps is still a relatively new idea, it is important 
to comprehend potential problems and viable solutions. The research is conducted 
through literature review. Various number of articles are reviewed to develop this article. 
In this article we intend to analyze the challenges of DevOps during the software 
development process. Also, the mitigation strategies of those challenges as well. 

Keywords—DevOps, challenges, mitigation, software development 

 

Introduction 
 
Development, IT operations, and Quality Assurance are all different divisions in 
conventional software firms. When development as well as operations are delivering great 
software to clients on a regular basis, disputes arise frequently. Operations suggest that 
developers do not regularly modify products, whereas developers are interested in swiftly 
delivering new additions or adjustments to clients. Operations also need better security 
and stability. Operations find it difficult to accept the frequent release of new editions. Such 
conflicts may impede the creation of software. Understanding areas of software 
engineering that are not DevOps crucial for comprehending the breadth of DevOps. The 
DevOps is not a brand-new division, and there is no DevOps approach or procedure either. 
While DevOps  and Agile are similar, they also vary in key crucial ways. Agile represents 
shifting perspectives. However, it brings about alterations in company culture. Also, it is 
more like a conceptual framework as compared to Agile. 
 
The goal of the study is to present a comprehensive articulation of DevOps application 
difficulties and associated mitigation solutions. Our paper used the systematic review 
approach to identify frequently employ DevOps will be able to comprehend the problems 
and the ways in which they might be mitigated. Additionally, the article expects that by 
sharing our research, DevOps practitioners will be better able to manage risks, reduce 



Journal of Information Systems & Information Technology (JISIT) 
ISSN: 2478-0677; Vol. 7 No.2 2022; [Pages 19 - 31] 
 

 

COPYRIGHT © 2022 FACULTY OF MANAGEMENT AND COMMERCE, SOUTH 
EASTERN UNIVERSITY OF SRI LANKA (SEUSL), UNIVERSITY PARK, OLUVIL 

32360. SRI LANKA [RECEIVED: 6TH NOVEMBER, 2022; REVISED AND 
ACCEPTED: 4TH MAY, 2023] 

20 

 

    

DevOps-related issues, and create budgets that take these challenges into account. 
 
Objective of the study 
 
In this study, we list the problems with applying DevOps to software development, along 
with solutions. The systematic literature review using the gathered challenges and 
mitigating techniques.  
 
The main objectives of the study are: 

• Defining the DevOps. 

• Identifying the problems with using DevOps when developing software. 

• Identifying possible solution or mitigation strategies when problem arises during 
software development in DevOps 

 

Research question 
 
The following research questions are developed in accordance with the goal and 
objectives: 

• RQ1: What problems with employing DevOps during software development? 

• RQ2: How are they resolved by using strategies? 

 

Literature Review 
 
The current robotic software development industry occasionally employs the majority of 
the aforementioned DevOps methods [1]. However, it's neither done in the suggested 
manner nor is it as thorough as the suggested mapping. Even if the majority of the 
procedures are already occasionally used, this is only done when it is necessary. 
Additionally, they are often only utilized during a select few stages of the creation of robotic 
software, not throughout the full procedure [2]. Software development involves a great deal 
of difficulties. the lack of uniform KPIs (Key performance indicators) across DevOps as 
well as longer go-to-market times are caused by the collaboration, cooperation, and 
communication gap between Dev and Ops. Other problem include team conflicts, 
inefficiencies, and difficulties [3] in bringing about synergy in operation and development 
processes, management, people, knowledge, accountability, governance, and tools. At 
the moment, it takes at least 10 weeks to bring a change to company. Also organizations 
must concentrate on DevOps culture rather than relying just on CI/CD processes to reap 
benefits [4]. 
 
There are risks using DevOps arise when developing software. It is crucial for corporate 
risk management that staff receive pertinent information regarding events and actions in 
order for them to fulfill their risk management and other duties. Communication is a key 
component of DevOps by nature. Collaboration and information sharing inside and across 
DevOps [5] teams are essential components of this approach. Socialization, 



Journal of Information Systems & Information Technology (JISIT) 
ISSN: 2478-0677; Vol. 7 No.2 2022; [Pages 19 - 31] 
 

 

COPYRIGHT © 2022 FACULTY OF MANAGEMENT AND COMMERCE, SOUTH 
EASTERN UNIVERSITY OF SRI LANKA (SEUSL), UNIVERSITY PARK, OLUVIL 

32360. SRI LANKA [RECEIVED: 6TH NOVEMBER, 2022; REVISED AND 
ACCEPTED: 4TH MAY, 2023] 

21 

 

    

externalization, combination, and internalization are the four processes through which 
information is shared. It is crucial to highlight that this framework places equal emphasis 
on knowledge sharing, which raises overall employee skill levels [6]. Knowledge sharing 
not only focuses on giving explicit information about events and actions for improved risk 
management. 
 
To mitigate the risk there are many strategies were proposed. People Members of the 
team will unavoidably be impacted by changes in the development process and 
responsibilities. Similar to how these developments will need significant adjustments in 
how individuals think and act. Accordingly, the fundamental driver of the adoption of new 
technologies in agile technology is human behavior [7]. 
 
Methodology 
 
According the RQ focuses on the difficulties of DevOps during software development and 
the literature-reported mitigation techniques. The important phrases are "DevOps," 
"challenge," “strategies” and “challenges” as these are the points. In order to include as 
many articles as possible, synonyms and alternative terms are suggested for each 
keyword. DevOps is a relatively new idea, and there aren't many academic articles on it, 
therefore searching is broad to locate as many pertinent publications. The following major 
factors have been considered to shortlist the downloaded articles which are selected from 
reputed publishers such as Springer, IEEE, Emerald, Sage and Inderscience. Only full-
length papers are accepted. 
 

• Recently published papers. 

• Open access articles. 

• Published in English language 
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• Articles in citation databases with a high index.  

 

Results and discussion 
 
The research found that the various risks were found during software development in the 
field of DevOps. According to the previous papers the authors suggested some risk 
mitigation strategies in the area of DevOps while developing software as well. In this 
sense, there are some specific risks and mitigation strategies are analyzed and stated 
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below. 
References Fields Definitions 

[8], [9] Collaboration 
or 
Communication 
field 

A successful DevOps approach has more to do with 
people than it does with technology. People are 
always a difficulty when utilizing DevOps because 
they must collaborate in ways they have never done 
before, she said. It may be quite difficult to connect 
discrete development teams with operations teams 
while developing conventional software. On the 
surface, DevOps appears to be quite straightforward, 
but in practice, it can be challenging for software 
engineers as well as operators who come from 
various working contexts as well as have only had 
little prior contact.   

[10] Definition field DevOps is a relatively new term that combines the 
terms "development" and "operations," making it 
difficult to explain or familiarize oneself with. Due to 
the vagueness of the term "DevOps," what is really 
done may not change all that much from what was 
done before it was given that name. Each 
organization has a different path to a successful 
DevOps implementation. 

[11], [12] Management 
field 

Development and operations used to be two distinct 
departments with their own management structures. 
Development as well as operations must collaborate 
with DevOps, which necessitates a new 
management structure to oversee daily operations. 
The adoption process for DevOps may be hampered 
by the absence of an adequate management 
structure between development and operations. 
Large-scale projects can use DevOps expertise, but 
DevOps will be difficult since it has not been properly 
planned and controlled. 
 

[13], [14] Cultural field In actuality, the automated procedures require both 
technological assistance and strong rationale, such 
as a build plan. Therefore, it is unlikely that these 
methods might be employed to close the gap 
between operations and development. More than a 
quarter of individuals with DevOps expertise have not 
encountered implementation errors, but for other 
users, cultural change continues to be more difficult 
than technology. One of the main obstacles to 
implementing DevOps is the resistance of the 
development and operations teams to the change.  
 

[15], [16] Quality or There aren't any formal performance evaluation 
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evaluation field standards or metrics yet. DevOps assessment 
cannot be ensured as a result. Using DevOps 
presents a significant challenge but does not ensure 
high performance. This method increases the 
efficiency of development while allowing 
stakeholders to monitor current performance in real 
time. Stakeholders can assess the performance and 
compare it to their anticipated goals. This will make it 
easier for stakeholders and developers to evaluate 
current progress, find issues, and fix them as soon as 
feasible. 

[17], [18], 
[14] 

Field of tool The DevOps community shares a lot of open-source 
artifacts, including modules, templates, and scripts to 
install middleware and application components. 
These artifacts may be utilized to automate the 
deployment of many types of apps due to their 
portability and the assistance of the DevOps 
community. However, DevOps artifacts are restricted 
to certain tools, making it difficult to use and combine 
them. Additionally, practitioners must put in extra 
work to understand and follow these artifacts. 

[19], [20] Adoptability Even though the DevOps method places a focus on 
the advantages for individuals and teams, people are 
nevertheless curious about how DevOps would 
impact them personally. The enterprises should 
demonstrate to them how DevOps would enhance 
their job and handle the issues that matter to them 
the most. The management will benefit from this kind 
of staff motivation. Informing employees of the 
advantages DevOps would bring to their current job 
will motivate them to use DevOps. 

 
Collaboration or Communication field [8] 
 
DevOps is growing in popularity, and it seems like new DevOps tools are released every 
week. Although there are various tools to pick from, the development team and its 
members remain the only constants. The lack of communication and collaboration 
between development and operations will cause issues like team strife and inefficiencies. 
The communication between the operations and development teams is facilitated by this 
technique. Development and operations can set up a communication platform with 
appropriate management. Staff members can collaborate to solve problems and exchange 
ideas and experiences. When collaborating on ideas and professional experiences [21] 
aid in improving communication, encouraging sentiments, and spotting problems early on 
for both the operations team and development team. "The technology will function if we 
can encourage individuals to collaborate and communicate more. To the greatest extent 
possible, DevOps  will succeed if we can encourage individuals to share their ideas and 
professional experiences [22].  
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When thinking about cooperation inside DevOps, it's crucial to explore ways to stop teams 
from blaming one other when an issue arises. In the past, operations and development 
carried out their respective jobs independently. Collaboration between development and 
operations is necessary for DevOps adoption. They could accuse one another of 
abdicating their duties when issues occur. There must be a procedure to identify the 
underlying causes of performance issues in order to address the issue of shared blame 
and responsibility avoidance amongst teams. Teams can identify the root cause and 
accountable parties with the use of this method. Conflict between the development and 
operation teams is reduced by finding a solution to the issue of shared responsibility. 
Geographical distance makes it difficult to communicate face-to-face; effective 
communication cannot be achieved only through technological means. There is a 
possibility that development and operations work may be dispersed across many 
locations, making face-to-face contact impossible. The difficulty in communicating is 
caused by the varied time zones [8]. 
 
The field of definition 
 
The organization may implement process, human, and technical improvements and 
innovations by defining the shared definition of DevOps [10] throughout the business. 
Many individuals are unfamiliar with the phrase "DevOps," and they mistakenly think that 
it refers to an IT position that is a cross between a developer and a systems administrator. 
Companies often establish a DevOps department as well as choose a manager who is 
knowledgeable about both operations and development as a result of this particular 
misunderstanding. Gaps in the use of DevOps are also a result of different perspectives 
on the discipline. Another issue is that a lack of confidence in DevOps may result in a 
mindset that discourages the use of DevOps. There isn't a common definition for DevOps, 
nevertheless, both in academics and in the communities of practitioners. There are various 
insufficient or even incorrect interpretations of DevOps due to the absence of common 
definitions, which further complicates the field. DevOps is therefore difficult to understand 
at its foundation and difficult to apply effectively [13]. 
 
The field of management 
 
Providing a methodical management strategy to handle DevOps needs tactic aids in the 
effective management of DevOps needs and development. To provide a methodical 
method for handling DevOps needs, provides a concept for the entire DevOps knowledge 
management strategy. People may manage their DevOps requirements and increase 
productivity by using a methodical strategy. Managing DevOps knowledge is crucial for 
effective utilization. This technique improves the utilization of DevOps by developers and 
operators. Unstructured and semi-structured data sources are now used to disseminate 
DevOps expertise [11]. The productivity of developers and operators may be increased 
with methodical management. Due to proper administration, this method can also raise 
the caliber of the final output. The fundamental problem with the existing operations is that 
the operations team is under increasing amounts of work pressure. Adding more DevOps 
responsibilities and meetings to the operations team's already-heavy workload may cause 
employee fatigue. The organization that tends to use DevOps has to make some shifts in 
order to deploy DevOps effectively and make it work. Following the mitigating behavior, 
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the staff's task might be fairly distributed. Employees will be able to get rid of the 
unfavorable feelings that DevOps causes, which will encourage the adoption of the 
practice [12]. 
 
Culture 
 
Putting incentives and approvals into effect and administering them is essential to create 
and manage awards and approval processes for teams. The managers might use this 
technique to inspire staff members. The personnel will thereafter be open to fresh 
alterations. The development schedule and effectiveness will be impacted by the team's 
passion. To meet cultural obstacles, goals and incentives must be adjusted and balanced. 
The developers are encouraged by this strategy to embrace DevOps. Increased staff 
passion will aid in promoting DevOps adoption. A key tactic for lowering anxiety and 
steadily constructing business cases is to communicate and recognize DevOps success 
in the development process. This procedure aids developers in comprehending their 
accomplishments and gives them the self-assurance to keep employing DevOps. 
Developers can learn about operations through real-world situations and via team 
interactions that break down the "wall". This method can facilitate cooperation by assisting 
developers in comprehending how operations operate. Additionally, this could make it 
easier for engineers to adopt DevOps. The development and operation teams may better 
understand one another and communicate experiences and ideas through this technique. 
There will be less of a separation between the two groups after this. Effective teamwork 
may boost DevOps adoption, product quality, and team productivity [13]. 
 
The burden for developers and operations may rise as a result of the application of 
DevOps. If there aren't any new development resources, the effort devoted to genuine 
development may be divided to embrace DevOps. Another worry is that the excessive 
workload might make developers reluctant to utilize DevOps. DevOps in practice 
necessitates that development personnel have in-depth expertise in operations, and vice 
versa. However, there are several competencies that need to be enhanced for the 
operations, including understanding of the development process and code reviewing in 
addition to programming proficiency. Developers must learn the abilities to deploy in 
various environments for the development side. Some contend that it's challenging for 
operations and developers to manage the depth of both fields' expertise [23]. 
 
DevOps culture depends on having some interest in what other teams are doing. However, 
developers often don't care about operations tasks and vice versa. People in an 
organization always have an interest in their particular field, which is the 40 causes of this 
lack of interest. Learning knowledge and talents outside of their fields will take a lot of time, 
whether it be in development or operation. Employees are patient in learning new 
technologies and tools because they are committed to using DevOps. This procedure can 
aid in the adoption of DevOps by firms and enhance the effectiveness of workers' DevOps 
training. As a result, all DevOps developers may collaborate, and a platform is provided 
for all practitioners to exchange knowledge. Employee collaboration and communication 
may be improved with the use of this approach, which will boost DevOps adoption. The 
development of the DevOps tool industry and the expansion of DevOps[24] faced 
difficulties due to the complicated organizational structure and culture. The organization's 
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complexity makes DevOps adoption challenging and raises the risk in application process. 
The adoption of DevOps may be hampered by staff members who are unwilling to adapt 
new developments. Employee reluctance to accept the adjustment or the added effort will 
have an impact on their enthusiasm and drive. All of these issues arise while adopting 
DevOps [24]. 
 
Quality or evaluation 
 
The crucial performance of current initiatives is aided by this strategy. This procedure can 
improve the quality of ongoing projects, evaluate the quality of ongoing projects, and spot 
issues early on. User behavior, deployment, and load all have a significant impact on 
performance. DevOps implementation presents performance challenges that are difficult 
to predict. DevOps implementation is extremely difficult due to this [25]. 
 
Creating a shared knowledge of operation, testing [25], and development approach can 
aid professionals in understanding one another's work and timely performance and product 
quality evaluation. A unified knowledge of development, testing, and operation is crucial 
from the perspective of performance. From the perspective of performance, it's critical to 
develop a common vocabulary and performance measures that are clear to all teams. The 
development team can define standard performance indicators with the aid of this 
procedure. Common performance criteria aid in the evaluation of ongoing projects by 
developers and lessen inequality-related problems amongst groups. When creating 
applications in the context of DevOps and cloud services [26], it might be difficult to ensure 
security and dependability. DevOps complete automation may not yet be able to ensure 
the caliber of testing and deployment. Making quality assurance and testing work with 
continuous development and delivery will be a challenge for traditional software 
development teams adopting DevOps. Since DevOps demands continuous development 
and automation, security and compliance are more likely to suffer when there aren't any 
good security engineers on the team [27]. 
 
Tool 
 
For practitioners to be effective, they must develop a deep understanding of the technology 
and orchestration of many tools and artifacts. Due to the fact that a lot of open-source 
artifacts, including templates, modules, and scripts, are tied to certain providers or tools, 
making it challenging for others to reuse them and for them to be incorporated into the 
assets. We can build a framework for the automated transition of a unified standard to 
address this issue. For instance, according to, the authors suggest a standard for DevOps 
artifacts. In order to automate the transformation of current DevOps artifacts, this article 
develops model artifacts based on the TOSCA standard. No one tool fits all DevOps 
processes, despite what some manufacturers claim. Version control, continuous 
integration, configuration management [9], deployment, and monitoring are essential 
components of the DevOps tool chain. Numerous technologies, including GitHub [28], 
Puppet, Jenkins, Travis CI, MCollective, and SignalFx, are used in these procedures. The 
technology is still essential in today's DevOps application. Collecting crucial data from 
DevOps tools is highly vital and difficult when utilizing them [29].  
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DevOps automation is rapidly varying, making it challenging to select the best method for 
implementing the complete DevOps automation for a given application. Every DevOps-
based development process needs a unique set of DevOps tools. It might be difficult to 
choose the best tools while utilizing DevOps. The compatibility of various software 
versions and hardware requirements present difficulties. There might be issues with 
interdependency or compatibility between different program versions. For DevOps tools, 
this is difficult. The old software may no longer be appropriate for the process employing 
DevOps since DevOps changed the way people previously worked. It's possible that 
outdated software lacks the necessary features for DevOps. In order for development and 
operations teams to collaborate, synergy must be ensured throughout the process, among 
the staff, and in the product governance. In order to guarantee the effective implementation 
of DevOps, it is crucial to develop synergy between the components outlined above [2]. 
 
Adoptability 
 
The excitement of employees for learning new technologies and tools will improve as a 
result of educating them on the advantages of DevOps. The developers will learn about 
DevOps' benefits via this procedure. Informing workers on how DevOps would handle the 
issues that worry them the most with their current job will motivate staff to use DevOps. 
The interest of employees in learning new tools and technologies will rise by demonstrating 
the advantages of DevOps. Not only does DevOps require a precise definition, but it also 
requires a clear definition and adoption targets. Failure while implementing DevOps might 
result from unclear description and goals. If people's perceptions of the objectives of 
implementing DevOps varies, there may be a variety of necessary steps [29]. 
DevOps is not appropriate for processes and practices like lengthy testing durations or 
exact deployment schedules, which may be required by several customers. DevOps may 
not be appropriate for all clients, and clients may not desire DevOps. When considering 
communication, shared objectives and practices, decision-making [30], and systems 
thinking inside the business [31], DevOps has both a detrimental and beneficial impact on 
the organization's structure [29].  
 
Conclusion 
 
The problems and mitigation techniques of employing DevOps during software 
development are researched in this essay in the literature. The goal of this article is to 
present a thorough description of DevOps application difficulties and associated mitigation 
solutions. To uncover DevOps difficulties and mitigation techniques, the authors perform 
an organized literature study. The study's objective is to give a thorough explanation of 
DevOps application challenges and related mitigating measures. People that commonly 
utilize DevOps will be able to understand the issues and the potential solutions because 
our research used the systematic review technique to discover the issues. The study also 
anticipates that by disseminating our findings, DevOps practitioners would be better able 
to manage risks, lessen DevOps-related problems, and develop budgets that account for 
these difficulties. 
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